
 

THE LEGALITY OF SOCIAL MEDIA POLICIES: 

WHAT’S IN YOUR SOCIAL MEDIA POLICY?? 
 

  

Lots of employers have social media policies.  Is your social media policy inadvertently violating the 
rights of employees to discuss the terms and conditions of employment among themselves and non-
employees? 

Were you even aware it could be?   

Employer social media policies often violate the National Labor Relations Act Section 7 rights of 
employees to organize, strike or, in general, to engage in protected, concerted activity. Overbroad 
policies which restrict those rights are unenforceable.  Even if employers are not enforcing the policies, 
the Board’s view is that the existence of the policies alone violates employees’ protected, concerted 
activity.  

In reviewing the Memorandum published by the NLRB which sets forth the connection between social 
media policies and “concerted, protected activity,” the common factors of interest to the Board appear to 
be the scope of the policy and the clarity of the definition of the proscribed conduct.   Policies which 
broadly proscribe “insubordinate” comments, “defamatory” web entries, disclosure of “confidential” 
information or “inappropriate” activity are more likely to be struck down since the terms may be construed 
by employees to prohibit lawful employee discussions regarding wages and working conditions.  

Below are some concrete examples to help readers distinguish the fine line between acceptable policy 
language and otherwise. 

 

POLICIES STRUCK DOWN: 

• An employer rule prohibiting “[m]aking disparaging comments about the company through any 
media, including online blogs, and other electronic media or through the media” was deemed 
unlawful.  

• A policy proscribing employees from disclosing confidential and/or proprietary information about 
the company was deemed to violate the Act.  

• A violation was found even though the employer had a savings clause expressly promising that 
the confidentiality policy would not be used to interfere with “employee rights to self-organize, 
form, join, or assist labor organizations, or to engage in other concerted activities for the purpose 
of collective bargaining or other mutual aid or protection.” 
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POLICIES UPHELD: 

• Narrowly drawn social media policies specifically prohibiting the use of social media to post or 
display comments about co-workers, supervisors or the company that are “vulgar, obscene, 
threatening, intimidating, harassing, or a violation of the Employer’s workplace policies against 
discrimination, harassment, or hostility on account of age, race, religion, sex, ethnicity, nationality, 
disability, or other protected class, status, or characteristic,” were upheld. 

•  To the extent the social media policy is designed to protect confidential information, this must be 
underscored with examples. Thus, the Board upheld an employer proscription on the use or 
disclosure of confidential and/or proprietary information, which included “personal health 
information about customers or patients, and ‘embargoed information’ such as launch and 
release dates and pending reorganizations,” even though the policy contained some broad 
proscriptions. 

 

Based on the Board memo and the NLRB decisions that have since been published, employers should 
craft social media policies as narrowly and as specifically as possible to address bona fide employer 
concerns.   Rules that are ambiguous, and could therefore be interpreted to ban Section 7 conduct, are to 
be construed against the employer; employees “should not have to decide at their own peril what 
information is not lawfully subject to such a prohibition.”  

The defining characteristic of an unprotected communication is the extent to which it reflects an individual 
complaint as opposed to a general shared concern.   If the posting is couched in terms of general 
employee concerns, especially if those concerns are met with social media responses from fellow 
employees, it is more than likely protected by Title 7.  While the most clever employees may phrase their 
individual grievances as universal complaints against the employer, many will not and thus will not be 
subject to the Act’s protection. 

When employee social media posts are brought to the attention of management, take a look at the posts!  
Disparagement of the company, although embarrassing, appears not to be a compelling concern for the 
NLRB.  Social media policies need to specifically and narrowly address prohibitions on employee 
communications to avoid landing on the wrong side of the NLRB. 

Note:  The National Labor Relations Board (NLRB) applies to all employers, unionized or not. 
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